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O yem NONAET peyb

Y10 Takoe MHdpaCTPYKTYypa ynpaBaeHUA

MO/THOMOYNAMMU

3aga4ya ynpasieHMsa NOJIHOMOYMSAMU, NOAXOAbI K
peLleHunto

CoBpemeHHble CTaHAaPTbI

e ATpnbyTHbIN cCepTudUuKaT X.509
* SAML

* OAuth 2.0

[lepcneKkTnBbl UCNONb30BaHMA B Poccuu



NHbpacTpyKTypa ynpaBaeHmna noIHOMOYNAMMN

NHpacTpyKTypa ynpaBaeHna nosHOMOYUAMM
(Privilege Management Infrastructure) — cuctema
ynpaB/ieHna npoueaypamm aBTopmsaumnm
nonb3oBaTesiel, OCHOBAHHAA Ha CTaHAAPTaxX U
PEKOMEHAALMNAX, K KOTOPbIM OTHOCATCA:

e RFC5755, An Internet Attribute Certificate Profile for
Authorization;

 |TU-T Recommendation X.1254 | International Standard
ISO/IEC DIS 29115 Information technology — Security
technigues — Entity authentication assurance framework;

* |ITU-T Recommendation X.509. Information technology —
Open systems interconnection — The Directory: Public-key
and attribute certificate frameworks.

Identity & Access
Management




ABTOpM3aLNA

COBpEMeHHbIe onepaunoHHble CUCTEMbI UMEKOT UHTETPUNPOBAHHbIE MEXAaHWU3MbI
aBTOpPU3aLUMM NONb30BATENEN

win

— Active Directory LDAP

unix

— Jetc/passwd and /etc/group (default)

— LDAP-compatible directories (Hp. iPlanet)

— NIS, NIS+

BcTpoeHHbie mexaHU3Mbl aBTOPU3aLMN HE MPUMEHUMbI:
* Ha YPOBHE NPUIOKEHUN
* B pacnpeneneHHbIX pa3sHOPOAHbIX MHGOPMALMOHHbIX CUCTEMAX

system

subject

identificabion
authenticati




PasHOpoOAHble CUCTEeMBbI

cybBbeKTbI !
He coBnagatoT C Y4ETHbIMMK 3anmucamm OC

0b0BbeKThI 0. g
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MHPACTPYKTYpPa aBTOPU3aLUM — CZIOXKHAA KOMIMIEKCHAA cucTema

pPa3paboTYMKKN NpUNoKeHUn N1Mbo cBOAAT NpoLecc aBTopmsaunm kK metogam OC, nnbo
NPUAYMbIBAIOT BCE HOBbIE M HOBbIE peLleHus



[TonbITKWM

Kerberos

g Cllent
Server

DCE: Registration Service (RS), Key Distribution Service (KDS), Privilege Service (PS)

SESAME
SESAME: Kerberos, PKI, Privilege Attribute Certificates User

PAS

L
=

KDS
User
Sponsor

CORBA (Common Object Request Broker Architecture):
IIOP (Internet InterORB Protocol), DCE | SESAME Object Control Atrfonts

General form:

if [condition]

then
[subject] [may | may not]
do [action] to [object]

Capability form:

if [condition]

then
this-subject [may | may not]
do [action] teo [object]

ACL form:

if [condition]

then
[subject] [may | may not]
do [acticon] teo this-object




CoBpemeHHble cTaHaAapThI

X.509 Attribute Certificate
— RFC5755, An Internet Attribute Certificate Profile for Authorization;

— ITU-T Recommendation X.509. Information technology — Open systems interconnection — The Directory:
Public-key and attribute certificate frameworks;

— ETSITS 102 158 Electronic Signatures and Infrastructures (ESI); Policy requirements for Certification
Service Providers issuing attribute certificates usable with Qualified certificates.

SAML (Security Assertion Markup Language): XML authorization framework

— XACML, XrML
Identification WS-Security Framework
Authentication Extensible Access Control Markup Language (XACML)
Authorization Extensible Rights Markup Language (XriiL)

XML Key Management (XKMS)

Security Assertion Markup Language (SAML)

.NET Passport

OAuth 2.0

— RFC 6749 The OAuth 2.0 Authorization Framework

— RFC 6750 The OAuth 2.0 Authorization Framework:
Bearer Token Usage




Mona X.509 Attribute Certificate (AC)

AttributeCertificatelnfo ::= SEQUENCE {

version AttCertVersion,

holder Holder,

issuer AttCertlssuer,

signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL



Mpumepsbl aTpnbytos B AC

RFC 5755 An Internet Attribute Certificate Profile for Authorization
BmecTto oTKpbITOro Katoya B AC aTpmbyThl:

Service Authentication Information

Access ldentity

Charging ldentity

Group

Role

name
oID

syntax
values

roleAuthority
roleName
— OID
— syntax
— values

Clearance

unclassified (1),

restricted  (2),

confidential (3),

secret (4),
topSecret  (5)



CBA3b c cepTndukatom X.509

Henpmv\aﬂ VI,D,EHTM(I)I/IKaLI,MFI
YKa3zaHue n3anatena

Bnageney AC Mposepka AC
LUM(I)pOBaHVIe anM6yTa

AHHynmnpoBaHue AC (ACRL)
BepuduKauma nspgartens

KopoTKoe Bpema XKunsHm AC

AC Ha NnpoBepKy MoKeT bpaTtbcea:
* Otsenagenbua AC B cocTaBe NPOTOKONA
* Otwuspatena AC



X.509 AC: utoro

HecmoTpAa Ha Hannuune ctaHaapTos (c 1997r.):
e RFC 5755 An Internet Attribute Certificate Profile for Authorization

 X.509 Information technology — Open systems interconnection — The
Directory: Public-key and attribute certificate frameworks

OTCYTCTBYET peasin3auma n nogaeprKka B NpoTOKONAX,
NPUNOXKEeHUAX, cpeacTBax pa3paboTku (Beb-cepsucsl, Java, .NET,
C/C++)



SAML

SAMLO

CtaHpapTtbl OASIS (c 2002 r.)

Security Assertion Markup Language (SAML)

Web Services Security Policy Language (WS- Identity Provider Service Provider
SecurityPolicy)

Web Services Metadata Exchange (WS-
MetadataExchange) Assert

[e)ele]

Web Services Trust Language (WS-Trust)

Web Services Federation Language (WS-
Federation)

Authenticate Provide

[NogaepKa

BeHgopsbl: Microsoft, Citrix, HP, Intel, IBM,
VMware, Oracle, RSA, Amazon, Google, L
Salesforce, ...

Principal
Bubnuotekmn gna: C/C++, Python, Java, Perl, (Use'?)

Ruby, PHP, .NET, ASP.NET, Node.js, ...

®opmam mokKeHa: XML



OAuth 2.0

Cneundukaumm (c 2010 r.):
e RFC 6749 The OAuth 2.0 Authorization
Framework

e RFC 6750 The OAuth 2.0 Authorization
Framework: Bearer Token Usage

e RFC 7519 JSON Web Token
* OpenlD Connect Core 1.0

MNoaaepkKa

* BeHpopbl/canTbl: Microsoft, Intel,
Amazon, Dropbox, Evernote, Facebook,
Google, Instagram, Twitter, Salesforce,

* bBubnuorteku ana: C/C++, Python, Java,
Ruby, PHP, .NET, ASP.NET, Node.js,
JavaScript, ...

Resource Server

Client Application

Access data

. [Issue authz code/

L]
. 1 Delegate
~, access token
-
-

' authentication
; authorization

'

“ %
‘\
()
---------------------------- ...
Grant access

Authorization Server

v
Access service :

Resource Owner

®opmam mokeHa: JSON



HacTtosuwlee n byayuiee

M procPEECTP

DSegepansHan cayxba
rOCYAaPCTBEHHON PETHCTRALMM,
KaacTpa M kaprorpaduu

AKKpeaunToBaHHble YL (368 nan 3877?)

MEPEYEHDb YAOCTOBEPAKOLWNX LLEHTPOB,
NCMNOJTHUBLLUNX TPEBOBAHWNA PACINOPAXREHNA
POCPEECTPA OT 27.03.2014 Ne P/32

(kBaNMOUUMPOBAHHbLIN CEPTUDUKAT C
nononHeHnAMmuU — 45(!) pasHbix 06bEKTHbIX
naeHTUPUKaAToOpoB)

* YU «TexHoKag»
* YU, OOO «2neKTpoHHble busHec Cucrtemol»
. HIM «MoclopYcnyra»

* [ocymapCTBEHHOE Ka3eHHOoe yuyperkaeHue
"Pecypcbl Amana"

OnepaTtopbl (XXX)

MEPEYEHb OMNEPATOPOB NH®OPMALMNOHHbIX
CUCTEM (FOPUOUNYHECKUX NNL,), BbIOAKOLLINX
CEPTU®UKATbI ATPUBYTOB

(ceptudukKaT aTpmnbyTos)

KTO BCE 3TK ntoam
Kakown YLl Bbigan ceptudukat ana cosgaHma AC
KaK nposeputb nognuco AC



ECHNA

N3 Mpunkasza MuHkomeaAasm Poccmm o1 13.04.2012 Ne107 (o ECUA):

1.5. EanHas cuctema naeHtTudpukaumm n ayteHTMdmMKaunum obecnevymsaeT ocyLeCcTBNAEHME
cnepyowmx PyHKUNI:

6) ayTeHTUPUKauua ceegeHnin o6 yyacTHUKax MHPOPMaLMOHHOIO B3aUMOAENCTBUA ... B TOM YUCAE
C NCNONIb30BAaHMEM KBAIMPULMPOBAHHBIX CEPTUDUKATOB KAKOUEM NPOBEPKM INEKTPOHHbIX
noAnucemn ...;

B) aBTOpU3aLMA Y4aCTHUKOB NMHPOPMALIMOHHOIO B3aUMOAENCTBUA ... B YaCTU BeAEHUS U
npeaocTaBneHua MHPopmaLuMm 0 NOAHOMOUYUAX Y4aCTHUKOB MHPOPMALIMOHHOTO B3aMMOAENCTBUA
B OTHOWEHUN MHPOPMALMOHHbIX CUCTEM ...;

3.7. B peructpe MHPOPMaLMOHHbIX CUCTEM ONEPAaTOPOM eANHOM CUCTEMbI MAEHTUPUKALUMU U
ayTeHTUPUKaLUMKM YKa3biBatoTCA cBeaeHMsa 06 MHPOPMALMOHHbIX CUCTEMAX ...

MonHomouMA B eANHOM cUcTeMe UAEHTUPUKALUM N ayTEHTUPUKAUMKN Ana PYHKLUMOHMPOBAHUA
YKa3aHHbIX UHPOPMALMOHHbIX CUCTEM YCTAHABAMBAOTCA INEKTPOHHbIMM CEPBMCAaMM ONEepPaTopoB
MHPOPMALMOHHbBIX CUCTEM - MOCTABLLMKOB MHGOPMALUN - ONA MEXBEAOMCTBEHHOIO 3/1IEKTPOHHOIO
B3aMMOAENCTBUA, ONA peann3aummn UHbIX LLesien - B COOTBETCTBMU C AEMCTBYHOLLUM
3aKOHO4ATE/IbCTBOM.

[Moododepxrcusaem SAML u OAuth



3aKkn4YeHne

Onpe,u,eneHme npas Nonb30oBaTesien B MH(I)OpN\aLI,I/IOHHbIX Cucrtemax — C1I0XXHaA

KOMMNEKCHaA 3a4a4a, KOTopas A0/1XKHA peLlaTbca COBMECTHO MHPOpMaTU3aTOpamn U1
6e3onacHUKamu.

dopmaT «TOKeHa € NOTHOMOYUAMMN» — BTOPOCTEMNEHHbIN BONPOC.

BHeapeHune X.509 AC
*  BbIFOAHO:
e pa3paboTyMkam — HOBble NPOAYKTbI, TUPAXK

* UWHTEerpaTopam — HOBble BHeApeHusa, mogepHulaumna NC
*  HEeBbIroAHO:

* broakety onepatopa UC

* OloaxKeTy Nosib30oBaTeNA — eMy 33 BCe NpUAETCA 3anaaTuTb
BHeapeHue SAML, OAuth

* yXe ecTb, AopaboTka ECUA B 4acTM HOpMaTUBHbIX TPEOOBAHUN M PACLUNPEHUS
aTpubyTos



